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 Signature matching is a dominant area in Network Intrusion Detection System (NIDS), 

which can be implemented in both hardware and software. Researchers, now focus on 

hardware implementation of NIDS, since the software system is slow when the number 

of loop increases and also, the software NIDS itself is vulnerable to security attacks. In 

the hardware implementation, the signature matching plays an important role, where the 

better performance in terms of the space complexity can be achieved using the Finite 
Automata (FA) based approach. In the signature matching, the searching of data in the 

memory is the vital part. In most of the researches, the authors focused in Content 

Addressable Memory (CAM) based searching and hashing techniques. The Objective is 
to implement a less power consuming and less complex hardware for searching. The 

proposed Lookup Table consumes less power and it is simple. Hence, instead of using 

CAM and Hashing Circuitry for searching, Lookup Table can be used in low cost 
hardware based NIDS. 
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INTRODUCTION 

 

The Network Intrusion Detection System 

(NIDS) is a booming research area in the 

Information Security domain. It helps in preserving 

the valuable data and information of an individual or 

organization. The NIDS has two major sections, 

signature matching and anomaly detection. The 

signature matching is to find the known malwares 

and the anomaly detection for the unknown 

malwares. Nowadays, the software based NIDS are 

dominant which are vulnerable to security attacks. 

They are slow when compared to the hardware 

systems. In the hardware implementation of 

signature matching, the memory architectures are 

providing the better performance. Those 

architectures need searching, which can be 

implemented in many ways. The most common 

methods for searching are Content Addressable 

Memory (CAM) based searching and searching 

using the hashing techniques. 

A signature is the group of characters found 

along with the source code of malwares. This 

signature in the malware is compared with the stored 

signature patterns. This process is called signature 

matching. In hardware architectures, we can’t use 

any database for storing large number of signatures 

in a compact way. So, we need a special structure 

named Finite Automata or State Machines. Here, the 

signatures are compiled into Finite Automata. The 

automata is then reduced by certain algorithms (Lin 

and Chang, 2009) and converted into state transition 

table and this compact state transition table is stored 

in the hardware’s memory. The Figure 1 shows a 

Finite Automata. Here the signatures are, “pcd”, 

”fgh”, ”bcm”. The dotted lines indicate the failure 

transitions. The node 1 is the starting state and the 

double circled node is the ending state. The Figure 2 

shows the corresponding memory architecture. Here, 

the inputs are the initial state and the input character 

from network packet. For the particular state and the 

input character, the address decoder finds the RAM 

address where the transition table is stored and the 

next state is determined. This process will be 

repeated until there is a match. If there is a match, 

malicious pattern is available in the incoming packet 

and NIDS will block the particular packet or inform 

the administrator. 
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Fig. 1: A Finite Automaton 

 

 
Fig. 2: Basic Memory Architecture 

 

In the basic memory architecture (Lin and 

Chang, 2009), the RAM address mapping is done by 

the address decoder. This address decoder can be a 

component of a CAM or it can be replaced by a hash 

table. The Figure 3 shows the conceptual view of a 

CAM (Pagiamtzis and Sheikholeslami, 2009). Here 

the search data register is n bits long and CAM 

contains n number of storage cells and N number of 

search lines which work in parallel in a single clock 

signal. The stored word is also n bits long. Each 

storage cell is connected with match lines. When the 

n bits present in the search data register matches 

with the n bits in the stored word, the corresponding 

match line will be “ON” and the corresponding 

RAM address will be generated with the help of the 

encoder. Since the CAM search lines work in 

parallel, the power consumption is more. 

 

 

 
Fig. 3: Conceptual view of a CAM 

 

Another option for address mapping is by using 

the hashing techniques. In hashing, the key or the 

input data is divided (modulo division - %) by the 

table (memory) size. The result of this computation 
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will give the address of the RAM. For example, if 

the input data is 6 and the table size is 10, then 

6%10=6. This result 6 is used for finding the RAM 

address where the data 6 is stored. This will not 

work always, since there is possibility for collision. 

If we store the data 16 also, we will get the same 

memory address 6. So, we need to adopt collision 

resolution strategies, which will increase the number 

of computations done. A number of hashing 

techniques are available. But they are 

computationally complex. The CAM based 

searching is costly in terms of hardware. The hash 

based searching is costly in terms of time 

complexity, which requires complex computations. 

This can be overcome in our Lookup Table based 

searching. 

 

Related Works: 

The CAM based searching (Cheng and Chang, 

2009) is used to find the next state and the path 

vector, for a particular transition in the Finite 

Automata. The CAM does the searching in one clock 

cycle which needs some complex circuitry and also 

requires more power and more silicon area (Beamer 

and Akgul, 2009; Anh-Tuan et al., 2013; Nelson et 

al., 2004; Pagiamtzis and Sheikholeslami, 2009). 

The hash based searching (Lin and Chang, 2013) 

includes complex computation known as perfect 

hashing for the signature matching in the GPU 

architectures. The Wu-Manber algorithm (Zhang et 

al., 2009; Xiao-shan et al., 2006; Hong, 2006), needs 

hash table in the filter mechanism when the shift 

value is zero. The Bloom Filter algorithm (Soliman 

and El-Helw, 2005) requires “k” different hash 

functions to check all the locations in the set S. The 

trie table generation and one step hash for virus 

detecting processor (Cheng et al., 2012) requires the 

hashing technique to generate hash values  which 

gives addresses of the root for each light weight trie 

tree. 

CAM is widely used in implementing lookup 

operations because of its speed (Sheikholeslami, 

2003). The speed of the CAM comes from the 

increased silicon area and power consumption. 

These are the two parameters that the designers are 

trying to reduce. For a large capacity CAM, the more 

power will be needed. Reducing the power without 

sacrificing the speed and area is a major challenging 

area among the researchers. In CAM, the word to be 

searched is the input, which will be broadcasted to 

all the search lines. Each stored word in the CAM is 

connected to a match line. The match line will 

indicate whether the word to be searched and the 

word stored in the CAM are same. The match lines 

are connected to an encoder which will generate the 

binary address or memory location where the data is 

stored in the RAM. Sometimes, more than one stored 

word may match with the search word. At that time, 

we should use a priority encoder. 

In CAM, the entire contents will be searched in 

a single clock cycle. The binary CAM will search for 

exact matches. But there is another type of CAM 

called the ternary CAM (TCAM), which will 

consider don’t cares also. The TCAM is helpful for 

searching longest prefix matches, in which the don’t 

cares acts as the wild card. In a paper, (Beamer and 

Akgul, 2009), the CAM is implemented in such a 

way that, the sensing scheme saves the power. We 

can achieve a slightly low power CAM by reducing 

the match line activity factor using NAND type 

CAM cells. But it will increase the delay. On the 

other hand, NOR type CAM can be used, but the 

match line activity will be high, which consumes 

more power, but the delay is reduced. So, the CAM 

was built with a combination of NAND and NOR 

cells (TuanDo et al., 2013), and also use pre-

computation technique to reduce the number of 

search lines. 

The match lines of conventional CAM are pre 

charged and then discharged based on match or not. 

But this will reduce the performance. The search line 

in conventional CAM is complementary search lines, 

which increase power consumption and delay. CAM 

consumes more power due to parallel match line 

comparison. Alternatively, a parity bit technique was 

used (Pedro et al., 2013), which reduces 39% 

sensing delay at the cost of 1% power and area. 

Moreover, CAM is having low memory density, but 

the power consumption is more when compared with 

DRAMs and SRAMs. In CAM, it is very difficult to 

implement the column address. The power 

consumption is more in two circumstances. One is, 

while performing parallel search. During parallel 

search, it is needed to supply power to all memory 

locations and to all the cell arrays. Second is the 

match detection circuit.  

 

MATERIALS AND METHODS 

 

The overall architecture is given in Figure 4. 

From that architecture, we are focusing on the 

Lookup Table in this paper. The proposed method 

for building the Lookup Table is divided into two 

sections. The first section deals with finding the 

number of outgoing edges of the nodes of a Finite 

Automaton. And the second section deals with the 

formation of Lookup Table. 
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Fig. 4: Overall Architecture 

 

Finding the no of outgoing edges: 

In this architecture shown in Figure 5, every 

character of a Finite Automaton is represented as 8-

bit binary of its ASCII. The data of automaton is 

stored in file, one character in each row and then 

moved to the input memory. The input memory is 8 

bits wide, which represents 1 character which is 

fetched in one clock cycle. Then the 8bit ASCII of 

the character is given to the first comparator. The 

output of the comparator is given to the counters. 

The first counter counts non-zero characters and the 

second counter counts the zero characters. The 

output of two counters is given to an adder which 

adds the counts. This is helpful to count the number 

of non-zero characters present in a row of two 

dimensional array. Here we are considering the 

automata as a graph which consists of 6 nodes. So, 

there will be 6X6 entries when represented in the 2 

dimensional array. But the RAM is a one 

dimensional memory array. So, we need to represent 

the data in two dimensional array format into one 

dimensional array format. Hence, when the output of 

the adder becomes 6, the data present in the non-zero 

counter will be written into the first location of the 

output memory. Also, the counters will be cleared 

and the counting will be repeated and cleared after 

six comparisons. Thus, the first location of the 

output memory contains the number of outgoing 

edges of node0 and the second location of the output 

memory contains the number of outgoing edges of 

the node1 and so on. 

 

 
Fig. 5: Finding the Outgoing edges 

 

Formation of the Lookup Table: 

The Lookup Table can be formed by the 

following logic. It consists of four entries, the node, 

no of outgoing edges, starting address and the ending 

address. The starting address of the first location will 

be zero. The starting address for the remaining 

locations will be formed by adding a one to the 

previous ending address. Similarly the ending 

address can be formed by subtracting a one from the 

sum of the current starting address and the current 

outgoing edges. For explanation purpose, the 

automaton given in the Figure 6 is taken, which 

consists of 6 nodes. The signatures compiled in this 

automaton are “ab”, “ac”, “de”. The double circled 

nodes are the ending states and the node0 is the 

starting state. The corresponding Lookup Table is 

given in Table I. 
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Fig. 6: Sample Automaton   
 

Table I: Lookup Table    

Node Number of Outgoing Edges Starting Address Ending Address 

0 2 0 1 

1 2 2 3 

2 0 - - 

3 0 - - 

4 1 4 4 

5 0 - - 

      

RESULTS AND DISCUSSION 

 

The Lookup Table is implemented in Spartan3 

family, XC3S50 device. The device utilization 

summary is shown in the following Table II. 

 

The Figure 7 shows the Simulation waveform. 

The Figure 8 shows the RTL schematic of the design 

and the Figure 9 shows the placement of the 

proposed design in the device. The portions marked 

as black are the utilized portions. The total power 

consumption is 24mW. 

 
Table II: Devices Utilization 

Components Used Utilization 

No of slice Flip Flops 23 1% 

No of 4 input LUTs 22 1% 

No of occupied slices 24 3% 

No of slices containing only related logic 24 100% 

No of slices containing unrelated logic 0 0% 

No of bonded IOB 10 8% 

No of Block RAMs 1 25% 

No of GCLKs 1 12% 

  

 

 
 

Fig. 7: Simulation Waveform 
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Fig. 8: RTL Schematic 

 

 
Fig. 9: Placement of design in device 

 

Conclusion: 

This Lookup Table based searching will use less 

power while compared to the CAM architectures and 

less complex, when compared to hashing techniques. 

Here the Lookup Table provides the starting address 

and the ending address of the particular block of the 

RAM. So, it is efficient to search only in those areas 

using binary search or parallel search rather than 

searching in all the areas as in the case of CAM. In 

this paper, only Lookup Table is focused. Our future 

work is to implement the complete signature 

matching using this Lookup Table based searching. 
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